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SUMMARY 
The Railway industry has traditionally deployed separate communication networks to support individual 
applications and services, especially for the mission critical ones like signalling and train control. 

To reduce the cost of operations and have far greater flexibility to introduce new bandwidth-hungry applications, 
the railway industry is now fast tracking to IP (Internet Protocol) and ultra-broadband networks. But is IP, and more 
specifically IP/MPLS (Multiprotocol Label Switching) the right technology to build a converged network able to 
support both mission-critical and less vital applications?  

In other words, for a critical application like signalling, can we build a single communication infrastructure able to 
guarantee the traffic engineering, segregation and quality of service, as well as the resiliency in case of a network 
failure?  

In this paper we will explain how rail operators can migrate to or build a converged packet based communication 
network based on IP/MPLS to introduce new applications and services, while reducing cost of operations and still 
maintaining safety and security for mission critical applications. 

1 INTRODUCTION 

Investments in railway infrastructure projects have been fueled by initiatives dedicated to passenger safety, carbon 
emission reduction, public transit expansion, and population growth. Other business initiatives propelling 
investments in the railway sector include increased safety and security, cost reduction, and obsolescence 
management. Modern railway operators, including those operating main line and urban railways, are focusing on 
these initiatives while balancing the need to increase customer satisfaction. To ensure their ongoing success, many 
railway operators are making better use of information and communications technology (ICT) and capitalizing on 
technological innovations to reduce costs and increase passenger safety and satisfaction. For example, many 
railway operators worldwide are deploying Communication-Based Train Control (CBTC) or Positive Train Control 
(PTC) systems. Another factor closely related to both safety and modernization is the requirement to deploy the 
Global System for Mobile Communications – Railway (GSM-R) as part of the European Rail Traffic Management 
System (ERTMS). All these initiatives are driving the growing demand for a more intelligent communications 
network that can support the various applications and greater bandwidth needs all of which put tremendous 
pressure on existing networks. At the same time, passengers are demanding to be connected, entertained, and 
informed while using the railway services. 
 

2 THE CRUCIAL ROLE OF COMMUNICATION NETWORKS 

2.1 Railways applications 

The communications network plays an important part in the mission-critical railway operation because many of the 
control systems are geographically separated and rely on the communications network for interconnections to 
function properly. Traditionally, railway operators have managed multiple networks supporting different 
applications. These networks often utilize SDH/SONET/Plesiochronous Digital Hierarchy (PDH) TDM based 
networking technologies. Now, a growing number of applications have changed to IP/Ethernet based. Many of 
these IP/Ethernet applications are much more demanding in terms of bandwidth, availability and responsiveness. 
Consequently, this requires many railway operators to consider an evolution of their communications networks that 
would be very different from their traditional TDM-centric networks. A modern, reliable, and flexible communications 
network allows a railway operator to route the IP/Ethernet-based monitoring, control and status data effectively, 
efficiently and on time. IP/MPLS technology is a good candidate to build a single converged IP/MPLS network for 
guaranteed delivery of the various mission-critical operational and corporate voice, data, and video services vital 
to a railway operation. This converged network will allow a railway operator to maximize the cost effectiveness and 



Train Control over IP/MPLS. Is it safe for your train operations?     Page 2 of 8 

efficiency of its network without jeopardizing reliability while enabling the deployment of new devices and 
applications that can improve operational and workflow efficiency. This approach provides an effective solution for 
managing new IP/Ethernet-based applications while continuing to support existing applications and legacy 
systems. A railway operator’s communications network supports a broad range of applications, including those 
related to the internal operations of the railway system, and those that support customer-oriented services (see 
Figure 1). 

 

Figure 1: Typical applications supported by a railway operator’s communications network 

Each of these applications has a unique set of requirements for bandwidth, QoS, availability, latency, and so on. 
The ideal communications network will enable the railway operator to set parameters (for example, critical, priority, 
and best-effort data) for each service and traffic type (multiples of voice, data, and video) according to operational 
and business requirements. A communications network supporting low jitter and delay in a point-to-point or point-
to-multipoint topology is required to transport all traffic types effectively and reliably in real time. 

2.1.1 Mission critical data services 

Signaling and interlocking systems require interconnections between field and central elements. This is an 
important data service, one that needs to be treated as a mission critical priority, as it is used to convey critical 
information about the state of the railway line, to control traffic flow, and to ensure safety. Similarly, Supervisory 
Control and Data Acquisition (SCADA) and telemetry data are also vital information for monitoring and 
management of other subsystems such as power. Specific urban railway signaling systems often use Wi-Fi as the 
train-to-ground communication technology, leveraging the bandwidth available to transport critical and sometimes 
non-critical applications on the same radio media. Another data service is the distribution of regular and ad hoc 
announcements and passenger information at station terminals. The content may be generated at central 
operations or at a regional center, and may be specific to one station or broadcast to all stations. Newer systems 
are now combined with digital signage to provide real-time multimedia contents from passenger information to 
security alerts to advertising. Other data services such as ticketing and access control require information from all 
stations to be aggregated back to central operations for processing. 

2.1.2 Mission critical voice services 

Voice communication is an integral part of railway operation management by signalers and dispatchers. 
Maintenance personnel also rely on the operations voice system to stay in contact with co-workers in order to 
perform routine duties. Voice services can be within a station or span several stations, and can be wired or wireless 
(for example, TETRA, P25). High-quality voice services must be supported to provide a well-organized work 
environment and to keep staff informed in the event of an emergency. The railway operator also operates a public 
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address system to convey routine and urgent information to passengers. Many systems for these voice services 
have moved from circuit switched to IP and often are incorporated with multimedia conferencing and collaboration 
applications. 

2.1.3 Mission critical video services 

Video surveillance has become paramount for railway operators to safeguard critical assets and to ensure the 
safety of personnel and passengers. Often operated on a separate network in the past, video surveillance has now 
become one of the railway operator’s many IP applications. A typical railway operation has many stations, and at 
each station, high-quality closed-circuit television (CCTV) systems generate multicast IP video streams. These 
video streams can generate bandwidths up to several Mb/s, which are transported in real time to multiple 
operations centers. This application requires a cost-effective and reliable high-capacity communications network 
that can transport multicast streams in a many-to-few topology. Modern CCTV cameras and CODECs have 
Ethernet and IP interfaces and support Internet Group Management Protocol (IGMP) to register in a multicast 
group. The network must be able to handle traffic of several Mb/s per camera and thousands of multicast streams. 

2.1.4 Corporate data services and Passenger connectivity  

Railway personnel working in the operations centers and administration buildings require access to the railway 
company’s corporate data, intranet and the Internet. A wireless LAN (WLAN) would be particularly helpful for the 
railway operator’s mobile workforce, allowing them to easily access, for example, maintenance manuals and work 
orders while on the move. For passengers, railway stations are being equipped with WLAN or 3G/4G broadband 
services. This data traffic would be considered non-critical, so the communications network should have the option 
to transport this traffic in a best-effort mode, maximizing use of available bandwidth but backing down to ensure 
transport of higher priority traffic. 

2.2 Preparing LTE deployments 

The railway industry has started to consider Long Term Evolution (LTE) as a potential future replacement system 
for GSM-R or a today replacement system for proprietary WiFi solutions used in PTC or CBTC to take advantage 
of the performance and throughput benefits of LTE. It is envisioned that LTE will be deployed along tracks to deliver 
wireless broadband services to trains and passengers. Therefore, the communications network being deployed 
today needs to be able to accommodate the future backhaul requirement to effectively support LTE deployment. 

2.3 Anticipating future SDN and Cloud requirements 

Software-defined networking (SDN) and Cloud solutions are important innovations for enterprise data centers that 
are beginning to play a significant role in enhancing agility, manageability, security and compliance for a wide 
range of organizations, including in the railways industry. The communication network supporting today mission 
critical applications hosted in data centers has to be able to evolve towards the use of these new technologies and 
networking architectures. 

 

3 THE VALUE OF IP/MPLS FOR RAILWAYS 

Many railway operators have deployed or are deploying IP-based core networks to support all of their railway 
communications needs. Not all IP-based solutions are appropriate for railway operators. To simultaneously support 
all mission-critical and non-mission critical traffic of a railway operation, an IP/MPLS-based communications 
network is needed. Non-MPLS-based IP networks have grown significantly in recent years, but they often lack the 
necessary scalability to support traffic that requires QoS levels for mission critical operations. Traditional IP and 
Ethernet networks also lack the ability to optimize the use of network resources and the capability to react to 
network events fast enough to guarantee end-to-end QoS per application. By using IP/MPLS, the railway operator 
gets the best of both worlds — an IP network that has the robustness and predictability of a circuit-based network 
along with high capacity and support for bursty traffic. The IP/MPLS network enables the deployment of new 
IP/Ethernet applications as well as support of existing TDM-based applications, allowing the railway operator to 
improve services for both internal and external users. A railway operator can continue to support existing TDM 
services and flexibly choose when to migrate them to IP. With an IP/MPLS network, the railway operator has a 
network with the following features: 

• Highly scalable and reliable with redundancy and Fast Reroute (FRR) capabilities 
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• Addresses a range of QoS and service level agreement (SLA) requirements 

• Optimizes bandwidth usage and avoids common modes through traffic engineering 

• Extensive operations, administration, and maintenance (OAM) tools for troubleshooting and maintenance 

• Advanced network and service management to simplify operations 

• Supports future LTE deployments and other technologies 

Each application on the network has unique requirements for bandwidth, QoS, and availability. The IP/MPLS 
network enables the railway operator to set service parameters for each service and traffic type (for example, 
multiple types of voice, video and data traffic) according to operational requirements. This network is also capable 
of supporting low jitter and delay to handle all traffic types effectively and reliably in real time. In addition, the 
IP/MPLS network supports advanced capabilities, including non-stop routing, non-stop services and FRR, to 
maintain high network resiliency. 

3.1 Virtualization 

An IP/MPLS network provides for the virtual isolation of various traffic types on a single infrastructure using virtual 
private networks (VPNs). These VPNs enable the full separation of traffic from different applications or operations 
within the railway company, allowing for a secure environment and effective bandwidth allocation. Advanced 
IP/MPLS VPNs — such as Circuit Emulation Service (CES), virtual private LAN service (VPLS), and IP VPNs — 
are supported which can then be used to provide different applications and user groups with an environment that 
is private and unaffected by other traffic. One service is carried across one VPN while the traffic of different services 
is securely separated in their own VPN, effectively providing separate private networks. With advanced IP/MPLS 
VPNs, a railway operator can also leverage the same IP/MPLS network to offer business communications services. 

3.1.1 Circuit emulation services 

Railway operators need to consider that they can leverage new IP/MPLS network technologies when migrating 
legacy TDM systems and services. Railway operators can take advantage of the IP/MPLS CES functionality and 
transition their legacy applications gradually. CES delivers the same quality of service as the existing TDM network 
infrastructure, with the same level of predictability. The IP/MPLS network has a circuit emulation interworking 
function that ensures all information required by a TDM circuit is maintained across the packet network. This 
provides a full transition to a packet network over time while providing TDM service continuity. Two principal types 
of circuit emulation can be used: Circuit Emulation Service over Packet Switched Network (CESoPSN) and 
Structure Agnostic TDM over Packet (SAToP). CESoPSN allows NxDS0 service, including full T1/E1 capability. 
SAToP provides the ability to carry unstructured T1/E1 circuits across the IP/MPLS network. 

In an IP/MPLS network, the MPLS tunnel is used as the transport layer (Figure 2). A pseudowire is created to 
identify the specific TDM circuit within the MPLS tunnel. The circuit emulation service interworking function (CES 
IWF) ensures that all information required by the TDM circuit is maintained across the packet network. This function 
provides a transparent service to the end devices. 

 

Figure 2: Circuit Emulation Service functionality overview 

A pseudowire encapsulates traffic over label switched paths (LSPs) to create a point-to-point service. An MPLS 
pseudowire is analogous to a private line within the IP/MPLS network. It offers a point-to-point connection between 
any two end devices. Figure 3-1 depicts three different types of pseudowires — TDM, frame relay (FR), and 
Ethernet. The pseudowire can be used for applications that require dedicated point-to-point connectivity. For 
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example, pseudowires support the transport of applications running over E1, serial, E&M, FXO, FXS, and G.703 
interfaces to enable the migration of SDH/SONET networks to IP without impacting the long life cycle of traditional 
applications. 

 

Figure 3: IP/MPLS-based VPN services 

3.1.2 Virtual private LAN service 

VPLS is a bridged multipoint service that forwards traffic based on the media access control (MAC) address. A 
VPLS is protocol-independent and enables multipoint connectivity at Layer 2 within the IP/MPLS network. Figure 
3-2 depicts two VPLS instances within a network. VPLS is composed of virtual bridges at each node. Each virtual 
bridge performs MAC learning and constructs a table that maps MAC addresses and corresponding MPLS paths. 
The VPLS concept is similar to a logical LAN connection where all end devices connected to the VPLS appear as 
if they are within the same LAN segment.  

3.1.3 IP VPN 

An IP VPN is a Layer 3 VPN, a routed service that forwards traffic based on the IP address and is implemented 
specifically for IP traffic only. An IP VPN enables multipoint connectivity at Layer 3 within the IP/MPLS infrastructure 
(Figure 3-3), with each IP/MPLS node supporting virtual routing and forwarding (VRF) instances. 

3.2 High availability 

High availability is essential to a railway operator’s communications network, which carries mission-critical voice, 
video and data information. With the IP/MPLS network, railway operators have the necessary reliability level to 
maintain uninterrupted operations. The MPLS FRR feature enables the network to reroute connections around a 
failure. Because the network is service aware, FRR can distinguish and prioritize traffic redirection according to 
priority. To protect the network against node or interconnection failures, end-to-end standby MPLS paths can also 
be provisioned.  

Depending on the supplier additional high availability features of non-stop routing and non-stop services are 
available. The benefits are unparalleled availability and reliability: 

• Non-stop routing ensures that a control card failure has no service impact. Label Distribution Protocol (LDP) 
adjacencies, sessions, and the database remain intact if there is a switchover. 

• Non-stop service ensures that VPN services are not affected when there is a control fabric module switchover. 
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Other resiliency features such as pseudowire redundancy, multi-chassis link aggregation group (LAG), multi-
chassis automatic protection switching (APS), and synchronization redundancy can also be implemented to 
maximize network resiliency. 

3.3 Quality of service and traffic management 

In a railway communications environment where multiple services converge over a common infrastructure, QoS is 
essential. The IP/MPLS network can discriminate among various types of traffic, based on a rich set of classification 
attributes at Layer 1, Layer 2, Layer 2.5, or Layer 3, and prioritize transmission of higher priority traffic over lower 
priority. It utilizes extensive traffic management using an advanced scheduling mechanism to implement service 
hierarchies. These hierarchies provide maximum isolation and fairness across different traffic while optimizing 
uplink utilization. With multiple levels and instances of shaping, queuing and priority scheduling, the IP/MPLS 
network can manage traffic flows to ensure that performance parameters (such as bandwidth, delay and jitter) for 
each application are met. 

3.4 Network synchronization and timing 

Accurate synchronization and microsecond timing is critical in communication networks to maintain network 
operational integrity. In most TDM networks, synchronization is distributed within the network using the 
SDH/SONET mechanisms built into the physical layer definition or by distributed global positioning system (GPS) 
clocks. To deliver the TDM service through a packet network, the same synchronization accuracy or better must 
be achieved. To enable rapid and smooth migration of these networks, the IP/MPLS products support a wide range 
of synchronization and timing options to ensure that the network is properly synchronized and to allow for 
deployment of new timing technologies such as Synchronous Ethernet (SyncE) and IEEE 1588v2 Precision Timing 
Protocol (PTP). The following features are supported: 

• External reference timing 

• Line timing 

• Adaptive clock recovery (ACR) timing 

• Synchronous Ethernet 

• IEEE 1588v2 PTP 

Implementation of high performance timing for packet solutions can be accomplished by a combination of built-in 
architectural features, efficiently tuned algorithms, and powerful QoS mechanisms to minimize the delay 
experienced by synchronization traffic. 

 

4 THE IP/MPLS BLUE PRINT SOLUTION 

The figure 4 shows a typical network topology. The station LAN segments use virtual LANs (VLANs) to create 
network virtualization. Unique VLAN IDs are assigned to identify separate virtual networks for different applications. 
Service Access Routers (SAR) and Service Access Switches (SAS) products aggregate traffic from applications in 
a station LAN segment. The stations are typically interconnected using optical fibers alongside the tracks.  

The figure 5 illustrates the typical applications and the corresponding physical interfaces and IP/MPLS services 
used to support applications. 
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Figure 4: Blue print architecture 

 

Figure 5: Typical applications and corresponding interfaces and services 

 

5 EXAMPLES OF RAILWAY PROJECTS 

Many railway operators are upgrading their existing networks or deploying new ones with IP/MPLS. Few examples 
are listed below.f 

5.1 RATP – Metro of Paris 

The state-owned public transportation provider, Régie Autonome des Transports Parisiens (RATP), operates most 
of the public transport in Paris and its surrounding Île-de-France region, including 16 lines of the Paris metro, tram 
and bus services, as part of the Réseau Express Régional (RER) network. With nearly 54,000 employees and 
5.142 billion euros in revenues, RATP serves about 3 billion passengers per year. In early 2014, RATP announced 
a network renewal of its synchronous digital hierarchy (SDH)/asynchronous transfer mode (ATM) transmission and 
IP/MPLS infrastructure. The project will migrate the telecommunications services for 360 of its stations (and a large 
number of other sites) to a converged all-IP ultra-broadband network that will support new-generation services, 
including an advanced video protection system for 15,000 cameras, with unlimited scalability for the foreseeable 
future. 

 

5.2 ATM – Metro of Milano 

Like many public transport operators, ATM has traditionally deployed TDM (Time Division Multiplexing) networks 
to run operational applications like video surveillance, voice services, public address and SCADA systems. With 
the need to enrich their networks with new applications and services, ATM decided to rationalize their 
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communication networks into a converged packet-based network to reduce costs and increase the efficiency of 
their staff as well as improve the satisfaction and security of passengers. 

5.3 Norfolk Southern - USA 

Norfolk Southern Corporation, based in Norfolk, Virginia, is one of North America’s premier transportation 
companies, with a US $30 billion market cap and annual revenue of US $11.6 billion. Its Norfolk Southern Railway 
subsidiary operates approximately 20,000 route miles in 22 states and the District of Columbia, with additional 
routes to the Canadian cities of Toronto and Montreal. As the operator of the most extensive intermodal network 
in the eastern United States and a major transporter of coal, automotive, and industrial products, Norfolk Southern 
supports international trade with service to every major Atlantic seaport, 10 river ports, and nine lake ports.  In 
order to ensure safety, efficiency and its competitive edge, Norfolk Southern has upgraded its aging 
communications network to an IP/MPLS infrastructure encompassing microwave backhaul. Now this leading freight 
carrier can take advantage of new and emerging IP-based communications solutions and applications to enhance 
safety, increase operational efficiency and build a competitive advantage to support future business expansion. 

5.4 Jernbaneverket 

Jernbaneverket has overall responsibility for all of Norway’s rail transportation, encompassing 357 stations spread 
along the 4,114 kilometers of track throughout the country.  They deployed a full IP/MPLS solution for handling the 
transmission of Jernbaneverket’s operations including signaling, railway intersections, sign-posts on train 
platforms, and control and transport of all communication related to GSM-R (Global System for Mobile-Railway).  

5.5 REFER Telecom 

Acting as an industry pioneer since 2000, REFER Telecom – the telecommunications subsidiary of Portuguese 
railway infrastructure manager REFER E.P.E – has operated a fixed IP communications network to support railway 
operational applications. This network was initially deployed based on IP native technology in 2004 and since 2008 
has been based on IP/MPLS technology. The business case for implementing IP/MPLS network was driven by the 
need to modernise the network supporting signalling communications, and the primary objective was the 
replacement of legacy SDH-based TDM networks and legacy copper links. 

 

6 CONCLUSION 

To simultaneously support all mission-critical and non-mission critical traffic of a railway operation, an IP/MPLS-
based communications network is needed. Non-MPLS-based IP networks have grown significantly in recent years, 
but they often lack the necessary scalability to support traffic that requires QoS levels for mission critical operations. 
Traditional IP and Ethernet networks also lack the ability to optimize the use of network resources and the capability 
to react to network events fast enough to guarantee end-to-end QoS per application. By using IP/MPLS, the railway 
operator gets the best of both worlds, an IP network that has the robustness and predictability of a circuit-based 
network along with high capacity and support for bursty traffic. The IP/MPLS network enables the deployment of 
new IP/Ethernet applications as well as support of existing TDM-based applications, allowing the railway operator 
to improve services for both internal and external users.  

 


